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1. HEJIX OCBOEHUA JUCHUIIJIMHBI

1.1. Lenp AMCUMIUIMHBI — sBIsSETCS (POPMUPOBAHHE OCHOBOIOJATAOMIMX 3HAHUM B oOiacTu
3amuTel  MHGQOpPMAIMK H  oOecredeHus: WHGOPMAIMOHHOW OE€30MacHOCTH  3aIlUIAeMOMY
00BEKTY.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
biok OIIOIT BO: Bb1.0.19
2.1 TpeGoBaHusI K TpEABAPUTEIBHON MTOATOTOBKE 00YJarOIErocs:
I[J'ISI YCHICUIHOTO OCBOCHUA NUCHUIIIIMHBI H€O6XO,Z[I/IMBI 3HaHUA, YMCHUS U HABBIKU, TOJTYUCHHBIC
B pesynbrare  u3ydeHus  gucuumiuH:  «MHpopmMaTMKa W NporpaMMHpOBaHUEY,
«BrraucnurenbHbIC CUCTCMBbI, CCTH U TCICKOMMYHUKAIIUN» «Teopm{ CHUCTEM U CHCTESMHBIN
aHanu3y, «MHpopMallMOHHBIE CUCTEMBI U TEXHOJIOTUN.
2.2 JIMCUMIIIMHBI ¥ TPAKTHKH, JJISI KOTOPBIX OCBOCHHME IaHHOW TUCHHIUIAHBI (MOJIYJIS)
HEO00XO0UMO KaK Mpe/IIeCTBYIOIIEE:
3HaHI/I$I, MOJIYYCHHBIC IMPU HU3YUCHUU JUCHUIIINHBI, HGOGXOZ[I/IMBI Impu OCBOCHWU AOUCHHILUIWH,
«Web-iporpammupoBanue», «MHGOpMAIIMOHHBIE CUCTEMBI MOOWIBHBIX YCTPOHCTB», «Web-
JTU3aIH.

3. IEPEYEHD IINTAHUPYEMBIX PE3VYJIBTATOB OBYUYEHUA
IO AUCIHUIIVIMHE (MOAYJH)), COOTHECEHHBIX C UHAUKATOPAMHU
JOCTUKEHUS KOMIETEHIIUIA
JlocTrkeHusl TIIaHUPYEMBIX PE3yJbTaTOB OOYYEHMs, COOTHECEHHBIX C OONUMHU MEIIMH |
3amayamu OITOII, sBasgeTcs 1ENBI0 OCBOSHUS JUCIHAIIINHEIL.
JIast AMCUMNJIMH 00s13aTeJIbHOM YacTu
OcBoeHMe TUCIMITIMHBI HAaPaBJIeHO Ha ()OPMUPOBAHUE CIEAYIOMINX KOMIETSHIUH:

Komnerenums NapnkaTophl A0CTHKEHUS Pe3ynabTaThl 00yuenus
(Kom 1 HAaMMEHOBaHWE) KOMIIeTeHIIUIi
(Kom ¥ HAaWMEHOBAHUE)

O6umenpodeccuoHalbHbIE KOMIIETEHIIUN

OIIK-3 Cnocoben pewams | OIIK-3.2. Yyumvigeaem | 3name: cmanoapmusie 3a0aqu
cmanoapmmuble 3a0a4u | 0OCHOBHbLE mpebosanus | npogheccuorHarbHouU
npogheccuonanvholl UHDOPMAYUOHHOTL OesmenbHOCIu Ha ocHoBe
0esAmMeNbHOCMU ~ HA  OCHOGe | 6e30nacHocmu  npu  peuwleHuu | UHGOPMayuoHHou u
UHGOPpMAYUOHHOU u | 3a0au npogeccuonanvroll | bubauoepaguueckol Kyabmypul ¢
oubauocpaguyeckou desimenvbHocmu NPUMEHEHUEM  UHDOPMAYUOHHO-
KVIbmypbl ¢ NpUMEHeHueMm KOMMYHUKAYUOHHBIX MEXHONI02UL
UHPOPMAYUOHHO- u c  yuemom OCHOBHUBIX
KOMMYHUKAYUOHHBIX mpebosanuii.  UHGOPMAYUOHHOU
MEeXHOA02Ul U C  Y4emom bezonachocmu
OCHOBHBIX mpebosanuil Ymems: UCNOTL306AMb
UHpOpMayUoHHOU cmanoapmmovle 3a0aqu
bezonacrHocmu npogheccuonanvhol
oesmenbHOCmu Ha ocHose
UHGOPpMAYUOHHOU u

oubauoecpaguueckol Kyibmypvl ¢
npumeHenuemM  UHGOPMAYUOHHO-
KOMMYHUKAYUOHHBIX MEXHONI02ULL

u c yuemom OCHOBHbIX
mpebosanuii.  UHGOPMAYUOHHOU
bezonacrHocmu

Bnaoems: HABbIKAMU

UCNONL306AHUSL  CTAHOAPTHBIX
3a0ay npogeccuoHaIbHOU




oesmenbHOCmU Ha OCHO6¢€e
UHopMayuorHoll u
bubnuocpaguueckol Kyibmypol ¢
npumMeHeHuem uHQbOpM(llquHHO-
KOMMYHUKAYUOHHBIX MEXHOI02UU
u C yuenmom OCHOBHbIX
mpebosanull  UHGOPMAYUOHHOU
bezonachocmu
Omanwvt  opmuposanus KomnemeHyui 6 npoyecce 0C60EHUA  00pPA306AMENbHOU
nporpaMmabl: B COOTBETCTBHUHU C y‘IeGHBIM IJIaHOM W TIaHHUPYCMBIMU PC3YyJIbTaTaMU OCBOCHU
OIIOIL.
4. PACIIPEJIEJIEHUE YACOB JUCHUIIJIMHBI 1O CEMECTPAM (ounas ¢opma)
Bun 3anaruit 1 2 3 4 5 6 7 8 Uroro
vII | PHI vII | pog
Jlexmn 32 32 32 32
JTaGopaTopHbIe 32 32 32 32
KCP 2 2 2 2
[Koncynbranus 1 1 1
[Ipuem sk3ameHa 0,25 0,25 0,25 1 0,25
KonTakTHas paboTa 00y4armmxcs 67,25 67,25 67,25167,25
c mpernoiaBaTeneM (ayAuTOpHasi)
Cam. pabora 60 60 60 60
Kontposs 16,75 16,75 16,75]16,75
Mroro 144 144 144 | 144
PACHIPEJEJIEHUE YACOB JJUCHUIIJIMHBI IO KYPCAM (3aounasi popma)
Bun 3anatuit 1 2 3 4 5 6 7 8 Uroro
VII | PII VII | PIIA
Jlexun 6
JIabopaTopHbIE 6
KCP
[Koncynprarmst 1 1 1
[Ipuem sx3ameHa 0,251 0,25 0,25 | 0,25
[Ipuem 3auera
KonTaktHas pabora o0ydarommxcs 13,25 13,25 13,25113,25
c mpernoaBaTeneM (ayAuToOpHasi)
Cam. pabora 124 | 124 124 | 124
KonTtponn 6,751 6,75 6,75 | 6,75
Toro 144 | 144 144 | 144
CTPYKTYPA U COAEP KAHUE JUCHUIIJIUHBI (ounas ¢popma)
Kon HauMeHoBaHMe pa3/ieJioB U TeM /BUJ 3aHATHS/ Cemectp | Yacon HnankaTopsl
3aHATHS JAOCTHIKEHUS
KOMIeTeH it
Pazgen 1. OcHoBHbIe 10JIOKeHMs1 TeopuH HHGOPMaNUOHHOI
0e30macHOCTH.
1.1 OcCHOBHBIE IOHATHS U OIIpeeneHus Kypca Mudopmaronnas 5 4 OIIK-3, OIIK-3.2
6e3omacHocTh /JIex/
1.2 CO6op manHBIX 00 HHOOPMAIIMOHHON CUCTEME C TIOMOIIBIO CPEJICTB 5 4 OIIK-3, OIIK-3.2
anmunuctpuposatus Windows (ocaactoxk MMC) /JIa6/




1.3

OcBouTtb npuéMbl paboTHI C BUPTyanbHOW MamuHoi. Co3naTs U
HACTPOHUTh BUPTYaNIbHYIO ManmHy /Cp/

1.4

IMpo6nemsr nHpOpManoHHON Ge3onacHoCTH cetei /JIex/

OIIK-3, OIIK-3.2

1.5

COop IaHHBIX O TOMOJIOTHU CETH C IIOMOILBIO CPENICTBA
anpmuaucTpuposanus cereit 3Com Network Supervisor /J1a6/

OIIK-3, OIIK-3.2

1.6

C nomompro 3Com Network Supervisor moctpoiire KapTy ceTu yueOHOH
nabopatopun. ONHIINTE Y3IIbI CETH, HCIIOIb3YEMBbIE THITBI COCIHHEHUH,
JIOCTYITHBIE CPEACTBA yAAICHHOTO aAMUHUCTpUpoBanus. /Cp/

OIIK-3, OIIK-3.2

1.7

BezomacHOCTE KOMIIBIOTEPHBIX ceTelt /JIex/

OIIK-3, OIIK-3.2

1.8

BBIIBJICHHE ySI3BUMOCTeH ¢ nomomsio Microsoft Baseline Security
Analyzer. Hactpoiika okaipHOM MOMUTHKH Taposeii /J1a6/

OIIK-3, OIIK-3.2

1.9

Onuiure Z[eﬁCTByIOHIyIO Ha BallleM KOMIIBIOTEPE IMMOJIUTUKY naponeﬁ.
/Cp/

OIIK-3, OIIK-3.2

1.10

IonuTtuku 6e3onacHocTH. OCHOBHBIC MMOHATHS MOJUTHKNA OC30IaCHOCTH
/Jlex/

OIIK-3, OIIK-3.2

Hcnosnp30Banue CKaHepoOB 0€30IACHOCTH ISl TOJTyIeH sl HH(POPMAIIUH
o ceru. /J1ab/

OIIK-3, OIIK-3.2

1.12

IMpoBenute CckaHMpOBAaHHE YKa3aHHBIX KOMIIBIOTEpPOB B ydeOHOM
naboparopun. OxapakTepu3ynTe ypoBeHb 0€30MaCHOCTH MPOBEPEHHBIX
KoMmbioTepoB. /Cp/

OIIK-3, OIIK-3.2

Pasnea 2. Kpunrorpapuyeckass  3ammra  uHpopManmmu.
Kpunrorpadus u KpUIITOAJITOPHTMBI

1.13

[puniune! kpuntorpaduueckoit 3amuTsl nHGopmarmu /Jlex/

OIIK-3, OIIK-3.2

1.14

HUcnonb3oBanue Microsoft Security Assessment Tool (MSAT) /J1a6/

OIIK-3, OIIK-3.2

Hcnonp3oBanue nudpossix ceprudukaros. /Cp/

OIIK-3, OIIK-3.2

Pazaen 3. 3akoHbl ¥ cTaHAapThl B 06actu UHpopmannonHoi
Oe3omacHoOCTH

3akoHOJATeNBHBIN ypoBeHb obecnieueHus: MHpopmMauoHHoH
6e3omacHocTH /JIex/

OIIK-3, OIIK-3.2

Hcnonb3oBanue 1udposbix ceprudukaros. [TocMoTpurte napameTpsl
cepTuduKaTa «dIEKTPOHHOH cOepkacch COepbaHka —
https://esk.sbrf.ru Onumure, keM Ha KaKkoif CpOK U IS KAKOTO CyObeKTa
ceprudukat 6611 BoIgaH. /J1ab/

OIIK-3, OIIK-3.2

3anpocure ceptuduxar B Thawte 1 HacTpOHTE MOYTOBBIA KIIMEHT IS
ucnosbzoBanus S/MIME. /Cp/

OIIK-3, OIIK-3.2

1.19

CraHaapThsl U CrienUHUKAIMU B 00J1aCTH HHPOPMATHOHHON
6e3omacuoctu /JIex/

OIIK-3, OIIK-3.2

1.20

Co3panue HeHTpa ceprudukanuu (YI0CTOBEPSIONIEro EHTPa) B
Windows Server 2008/12. /J1a6/

OIIK-3, OIIK-3.2

1.21

Ha yueGHOM cepBepe WK BUPTYaJIbHOM MallnHE YCTAHOBHUTE POJIb
Active Directory Certificate Services ¢ Hactpoiikamu /Cp/

OIIK-3, OIIK-3.2

1.22

Kpunrorpadguueckue anropurms! mudposanus /Jlex/

OIIK-3, OIIK-3.2

1.23

Mudposanue nanusix npu xpanenny - EFS. [udpyromas daitnoas
cucrema (Encrypting File System — EFS) /JTa6/

OIIK-3, OIIK-3.2

1.24

Paborast nox nepBoi yUeTHOH 3aNHCHIO, 3aIIPOCUTE CepTH(UKAT (ecaH
OH He OBUI IT0JIy4eH paHee), TOoCIe Yero 3amuppynTe Manky ¢ TeCTOBBIM
(aiinom, KOTOPBI He KaJaKko HoTepsTh. IIpoBepbTe, uTo OymeT
IIPOUCXOANTH IPH N00aBICHNH (ailyIoB, IEPEUMEHOBAHNY MAIIKH,
KOIMPOBAaHMH €€ Ha APYroi Iuck ¢ daiinosoii cuctemoid NFTS Ha Tom
e KOMITBIOTepe, KOMMPOBAHNH MAITK} Ha CETEBOH AUCK WU JIUCK C
FAT /Cp/

OIIK-3, OIIK-3.2

Paznen 4. Hecankunonuposannbiii goctyn (HCJl) k nudpopmanun u
MeToabl 3amuThl 0T HCJJ

1.25

HecankunonupoBanHslit goctyn (Hexn) k uHGopmanuu. Kommeke
[POrPaMMHO - TEXHHYECKUX CPEJCTB U OPraHU3allHOHHBIX MEp 10
3amute naopmaru ot HCJI /Cp/

OIIK-3, OIIK-3.2

1.26

Vupasnenue pa3peuieHusMu Ha Gaiiisl u manku. /Cp/

OIIK-3, OIIK-3.2




Kourposs /K/ 5 16,75 | OIIK-3, OIIK-3.2
Koncynprarms nepex sx3amenom /K/ 5 1 OIIK-3, OIIK-3.2
KonrakrtHas pabora npu npueme sx3amena /K/ 5 67,25 | OIIK-3, OIIK-3.2

CTPYKTYPA U COAEP KAHUE NNCHUIIVIMHBI (3aounas ¢popma)
Kon HaumeHoBaHuUe pa3esioB U TeM /BUJ 3aHATUS/ Kype | Yacos HMuaukaropsl
3aHATHSA HOCTHKEHHUS
KOMIIeTEeH M
Pa3gen 1. OcHOBHBIE TMOJIO)KEHHSI TeOPMH HH(POPMALMOHHONM
0e30MacHOCTH.
1.1 OcHOBHBIE IOHATHS U OIIpeAeneHus Kypca Mudopmanonnas 4 2 OIIK-3, OIIK-3.2
6e3onacHocTs /JIek/
1.2 C60p maHHbIX 00 HHOPMALIMOHHOW CHCTEME C TIOMOIIBIO CPEIICTB 4 2 OIIK-3, OIIK-3.2
apmuauctpuposanns Windows (ocaacroxk MMC) /J1a6/
1.3 OcBouth NpUEMBI pabOTHI C BUPTYyalbHOW MaluHoW. Co3/1aTh U HACTPOHUTH 4 4 OIIK-3, OIIK-3.2
BUpPTYyaIbHYIO MamuHy /Cp/
1.4 [po6siemsl nHGOpManHoHHOU Ge3omacHocTH cereid /Cp/ 4 4 OIIK-3, OIIK-3.2
1.5 C060p aHHBIX O TOMOJIOTHH CETH C IIOMOIBIO CPECTBA 4 4 OIIK-3, OIIK-3.2
apmuaucTpuposanus cereit 3Com Network Supervisor /Cp/
1.6 C nomoupio 3Com Network Supervisor nmocrpoiite kapTy cetn yueOHOit 4 4 OIIK-3, OIIK-3.2
naboparopun. ONMULINTE Y3716l CETH, UCIOJIb3YEMbIE THITBI COCIHMHCHHIA,
JOCTYITHBIE CPEACTBA yIAICHHOTO aAMUHUCTpUpoBanus. /Cp/
1.7 BesomnacHoCcTh KOMIIBIOTEPHBIX ceTel /Cp/ OIIK-3, OIIK-3.2
1.8 BBIIBIICHHE ysI3BUMOCTel ¢ nomolsio Microsoft Baseline Security OIIK-3, OIIK-3.2
Analyzer. Hactpoiika oxansHoit nonmutrky naposneit /Cp/
1.9 OnuuuTe JeHCTBYIONIYIO Ha BallleM KOMITbIOTEpe MOJIUTHKY Hapodeit. /Cp/ 4 4 OIIK-3, OIIK-3.2
1.10 Iomutuku Oe3omacHocTH. OCHOBHEIC IOHSTHS IIOJIMTUKH O€30IIACHOCTH. 4 4 OIIK-3, OIIK-3.2
IlpoBenuTe CKaHMPOBAaHME YKa3aHHBIX KOMIIBIOTEPOB B  y4eOHOMH
naboparopun. OxapakrepusyiiTe ypoBeHb O€30MaCHOCTH IPOBEPEHHBIX
KkoMmbioTepoB. /Cp/
Pazpen 2. Kpunrorpadpuyeckas 3amura nadpopmanun. Kpunrorpadpus
U KPUITOAJITOPUTMbI
1.13 IMpuaIuns! kpunrorpadudeckoit 3amuTsl nHGopmarmy /Jlex/ 4 OIIK-3, OIIK-3.2
1.14 HUcnonp3oBanue Microsoft Security Assessment Tool (MSAT) /J1a6/ 4 OIIK-3, OIIK-3.2
1.15 Hcnonb3oBanue 1udposbix cepruduxaros. /Cp/ 4 10 OIIK-3, OIIK-3.2
Pazgen 3. 3akonbl 1 cTanaapTel B 061actu Undopmannonnoi
Oe3omacHoCTH
1.16 3akoHOJaTeNbHBIN ypoBeHb obecnieuenust udopmarmonHoit 6e3onacHocTn 4 2 OIIK-3, OIIK-3.2
/JTex/
1.17 Hcnonp3oBanue nudpossix ceprudukatos. [locMoTpute napameTps 4 2 OIIK-3, OIIK-3.2
cepTrudUKaTa «dIEKTPOHHOH cOepkaccs» Coepbanka — https://esk.sbrf.ru
Onuiure, KeM Ha Kakoil CpOK U [UIsl KaKoro cyObekTa cepTiuduKar Obut
BeIaH. /J1a6/
1.18 3anpocure cepruduxar B Thawte 1 HACTpONTE MOYTOBBIN KIUEHT LIS 4 10 OIIK-3, OIIK-3.2
ucnonszoBanus S/MIME. /Cp/
1.19 CraHaapThl U crienu(UKauy B 0071aCTH HHPOPMALIHOHHON 6€301aCHOCTH 4 10 OIIK-3, OIIK-3.2
/Cp/
1.20 Co3panne nenTpa ceprudukannu (yrocrosepsiomiero uenrpa) B Windows 4 10 OIIK-3, OIIK-3.2
Server 2008/12. /Cp/
1.21 Ha y4e6HOM cepBepe i BUPTyalbHOW MAIllHE YCTAHOBUTE POJb Active 4 10 OIIK-3, OIIK-3.2
Directory Certificate Services ¢ Hactpoiikamu /Cp/
1.22 Kpunrorpaduueckue anroputmsl mudposanus /Cp/ 12 OIIK-3, OIIK-3.2
1.23 Mudposanue nanubix npu xpanenuu - EFS. Hludpyromas daitnosas 10 OIIK-3, OIIK-3.2

cucrema (Encrypting File System — EFS) /Cp/




1.24

Paborast oz nepBoii yueTHOM 3anKChI0, 3apocuTe cepTHdUKAT (ecau oH
He 0BT NOJy4eH paHee), IIocie Yero 3amnudpyiTe nanky ¢ TECTOBBIM
(aiiitoM, KOTOPHIIT He JKaJIKo IOTepsATh. [IpoBepbTe, uTO OyzeT
MIPOUCXOANTH MPH 100aBIeHUH (ailyIoB, IEpEUMEHOBAaHNUH MAIKH,
KOIIMPOBAHMY ee Ha APYToi JuckK ¢ (aiinoBoi cucremoit NFTS Ha Tom xe
KOMIIbIOTEpE, KOITMPOBAHUH IAIIKU Ha ceTeBoit anck uim juck ¢ FAT /Cp/

OIIK-3, OIIK-3.2

Paznen 4. Hecankumonuposannsiii goctyn (HC/l) k nndopmanuun u
meToabl 3amuThl oT HC/{

1.25

/Cp/

HecankuuonnpoBasHslil 1octyn (Hea) K uHGopmanun. Komruiekce
IIPOTPaMMHO - TEXHHYECKHUX CPEJICTB M OPTaHU3aIUOHHBIX Mep MO0 3alluTe
nadopmarmu or HC/I. Yipasnenue paspeleHns MU Ha (aifibl ¥ manku.

OIIK-3, OIIK-3.2

Konrposs /K/

6,75

OIIK-3, OIIK-3.2

Koncynpramus nepex sx3amenom /K/

OIIK-3, OIIK-3.2

KonraktHast pabora npu npueme sk3amena /K/

13,25

OIIK-3, OIIK-3.2

Peanu3zanust mporpaMmsbl MPeANnoaaracT uCIodb30BaHUE TPAAUIIMOHHON, aKTUBHOW U
MHTEPaKTUBHON (OpM 00yUEHHsI Ha JIGKLIMOHHBIX U Ja0OPAaTOPHBIX 3aHATHSIX.

Ipuio:xkenune Nel

5. ®OHJI OHEHOYHbIX CPEJICTB

6. YYHEBHO-METOAUYECKOE U TH®POPMAIIMOHHOE OBECIIEYEHHUE

JUCHUITJIMHBI (MOAYJIA)
6.1. Pexomenayemast iureparypa
ABTODHI, 3arnaBue W3 narenscTBO, KonunuectBo
COCTaBUTEIH ron
6.1.1. OcHoBHas1 1MTEpaTypa
B s & 10 ooy | Moo | OBCURL
‘ P o ‘ KnoPyec, https://book.ru
2023. /book/950148
J.1.2 babam, A. B., | Uadopmanmonnas Oe3omacHOCTh. JlabopaTopHbIit
npakTUKyM + ellpunoxkenue : yueOHOe mocobue / A. Mocksa : SbC URL:
B. babam, E. K. bapanosa, 0. H. MensaukoB. Tekct KuoPyc, 2023. | https:/book.ru
. 9JIEKTPOHHBIH. 3T /o
6.1.2. JlonoJiHUTE/IbHAA JIUTEPATYpa
ABTODHI, 3arnaBue W3 narenscTBoO, KonunuectBo
COCTaBUTEIH roj
JI2.1 | Hukynuu B. B. | UHdopmanmonHas 6€30MacHOCTD: AIEKTPOHHOE BpsHCk: 20C
y4eOHO-MeTO 1. TocoOHe [ DNEKTPOHHBINH pecypc] BI'CXA, «Moodlex
Pexxum nocryma - 2010.
http://moodle.bgsha.com/course/view.php?id=27
2.2 Cemenos 10.A. | Ilpouenypsl, aumarHOCTHKH © ©Oe3omacHocTs B | M.: MHTEpHET-
WHTepHeT [DNEKTpOHHBIA pecypc]/ — DIEeKTpoH. YHuBepcurer 9BC
TEKCTOBBIE JaHHEBIE. —  Pexum noctyna: | Wudbopmannon «IPRbooks»
http://www.iprbookshop.ru/62827.html. HBIX
JI12.3 | CyBoposna,T. HNudopmanmonnas 6€30MacHOCTh: y4eOHOE MOCo0He Capatos:
M. / T. M. CyBopoBa. - CaparoB: By3osckoe By3zoBckoe
obpazosanme, 2019. - 214 c. - ISBN 978-5-4487- obOpasoBanue, 2BC
0585-4. - Tekcr: onekrponnbii // Iudposoii 2019 «IPRbooksy
obpazoBatenbHbiil pecypc IPR SMART: [caiiT]. -
URL: https://www.iprbookshop.ru/86938.html
6.1.3. MeToanueckne paspadoTku
ABTODBI 3arnaBue N3narenscTBO, Kommaectso
rof




/3.1 | Huxynna B. B. Metoauueckue  ykasaHMss K JabopaTOpHO- Bpsnck:
MPaKTUYECKUM 3aHATUAM o JTUCLHILUIUHAM HsnatenscTBO 100
«upopmarmonnas Oe3omacHOCTEY, «be3omacHoCTh bpsuckuii [AY,
¥ 3aI0HTa HHOPMALHI» 2015

6.2. IlepeyeHb cOBpeMEeHHBIX IPO(eCCHOHATBHBIX 023 JAHHBIX H HH(POPMALMOHHBIX
CIIPABOYHBIX CHCTEM

1. KomnwrotepHas nadopmaimonHo-npaBoas cuctema «KoncymaprantlImrocy
2.0¢unmansHbplii HHTEPHET-TOpTAN 0a3bl JaHHBIX MTPaBOBOM nH(popMarmu http://pravo.gov.ru/
3.Ilopran  ®expepanbHBIX TOCYJApCTBEHHBIX  00pa30BaTENBHBIX  CTAHAAPTOB  BBICIIETO
obpazoBanus http://fgosvo.ru/
4.IToptan "UHpopManimOHHO-KOMMYHUKAIIMOHHBIC TEXHOJIOTUH B obpazoBanun"
http://www.ict.edu.ru/
5.IlonHoTekcToBBIM apxuB «HanumoHanbHbll DnekTpoHHO-UHpOpManmonnslii KoHcopumym»
(HBUKOH) https://neicon.ru/

6.3. [lepeyeHb MPpOrpaMMHOro odecreyeHust

Omnepannonnas cucreMa Microsoft Windows 10 Professional Russian
Hucnieruep BuptyanbHbix MamH Hyper-V Windows 10
OneparnonHas cuctema Linux

OnepannonHas cucrema Astra Linux

Oducnoe nporpammuoe obecrieuenue P7-Oduc

Oducnoe nmporpammuoe odecrieuenne OpenOffice

Oducnoe mporpammuoe ooecnieuenne LibreOffice

[Iporpamma mis mpocmotpa PDF Foxit Reader

HuTepuer-Opay3epbl

WX R WD =

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

Yuebnaa ayoumopus ons nposedenuss yyeOHviX 3aHAMUU JEKYUOHHO20 MUNA, 3AHAMUL CEMUHAPCKO20 MUnd,
KYpC08020 NPOEKMUPOBAHUsL (8bINOAHEHUS KYPCOBbIX pabOm), 2pynnoevix u UHOUBUOVATbHBIX KOHCYIbMayul,
mexywe2o0 KOoHmpous U npomedicymounou ammecmayuu — 3-404

Ochnognoe 060opyooeanue u mexnuueckue cpeocmea 00yuenus:

Cneyuanusuposannas mebenv Ha 30 nocadounsvix mecm, 00CKa HACMeHHAs, paboyee Mecmo npenooasamess.

28 KOMNBIOMEPOB C BLIXOOOM 8 TOKATLHYIO cemb U MHmepHem, 21eKmpoHHbIM Y4eOHO-MeMOOULeCKUM
mamepuanam, oubauomeunomy snekmponnomy kamanoay, IbC, Kk 21eKmpoOHHOU UHPOPMAYUOHHO-
06pazosamenvHoli cpede, KUOCK UHDOPMAYUOHHBIL CEHCOPHBLU, MYTbMUMEOUTIHBIL NPOEKMOp, IKPAH.
Yueono-naznaonvie nocooun:

Hngopmayuonno-memamuyeckuii cmemo

Tuyensuonnoe npozpammmoe obecnevenue:

OC Windows 10 (Kowmpaxm Ne52 01.08.2019 ¢ Sxempum Komn). Cpox Oeticmeusi iuyer3uu — 6ecCposHo.
Tuyensuonnoe npozpammuoe obecneuenue omeuecmeeHH020 RPOU3600CHEa:

Microsoft Office ProPlus 2019(T'oc. koumpaxm Ne§ om 16.04.2021 ¢ OO0 «+Anvancy). Cpox Oelicmeust nuyeH3uu
— beccpouHo.

Koncynomanum Ilnioc (cnpasouno-npasosas cucmema) (I'oc. konmpaxm Nedl om 30.03.2018 ¢ OO0 Anvsanc. Cpok
oelicmeust uyeH3uu — 6eccpouHo.

C80000H0 pacnpocmpansemoe npozpammuoe obecneuenue:

LibreOffice (ceo600no pacnpocmpansiemoe I10).

Anoexc.bpaysep (c60600n0 pacnpocmpansemoe 110).




Yuebnaa ayoumopus ons nposedenusi yyeOHviX 3aHAMUU JEKYUOHHO20 MUNA, 3AHAMUL CEMUHAPCKO20 MUnd,
KYPC08020 NPOEKMUPOBAHUsL (8bINOIHEHUSL KYPCOBbIX pabom), 2pynnoevix u UHOUBUOVATbHBIX KOHCYIbMayull,
mexywe2o KOoHmpoJsi u npomedicymounou ammecmayuu — 3-306

OcHognoe 060opydosanue u mexnuueckue cpeocmea 00yuenus:

Cneyuanuzuposannas mebenv Ha 24 nocadounvix mecm, 00CKA HACMeHHAs, paboyee MeCmo npenooagamers.

13 komnviomepogs ¢ 6bIX000M 6 TOKANLHYIO cemb U MHmepHem, 31eKmpOHHbIM Y4eOHO-MemoOudecKum
mamepuanam, oubauomednomy snekmponnomy xamanoay, IbC, Kk a1eKmpoHHOU UHPOPMAYUOHHO-
006pazosamenvHol cpede, MyTbMUMeOUiHbIU NPOEKMOop.

Yueono-naznaonvie nocoous:

Hungpopmayuonno-memamuyeckuii cmemo

Tuyensuonnoe npozpammuoe obecnevenue:

OC Windows 10 (Komwmpaxm Nel12 om 30.07.2015). Cpox Oeticmeusi nuyen3uu — 6eccpouHo.

Microsoft Office ProPlus 2019(T'oc. koumpaxm Ne§ om 16.04.2021 ¢ OO0 «+Anvancy). Cpox Oelicmeust tuyeH3uu
— beccpouHo.

ArcGIS 10.2 ([locosop 28/1/3 om 28.10.2013 ¢ OO0 SCPHU CHI). Cpok deticmaus auyensuu — 6eccpouHo.
Microsoft Visual Studio 2010 ((I'oc. konmpaxm Ne§ om 16.04.2021 ¢ OO0 «+Anvsancy). Cpok delicmaus auyeH3uu
— beccpouHo.

Tuyensuonnoe npozpammuoe obecneuenue OmeuecmeeHH020 NPOU3600CHEa:

CREDO III ({locosop 485/12 om 05.09.2012 ¢ OOO Kpeoo-/[uanoe). Cpok deticmeus 1uyenzuu — Oeccpouto.
KOMIAC-3D (Cybauyensuonnuiii docosop NeMI]-19-00205 om 07.05.2019 ¢ ACKOH-IL[P). Cpok OJeticmaus
JuYyeH3uU — beccpouHo.

Haw Cao 10 (Koumpaxm NeCCG _FP-542 om 04.10.2017 ¢ OOO Cumu-Komn I pynn). Cpok Oeticmeusi 1uyeH3uu —
beccpouno.

Kouncynomanm Ilnoc (cnpasouno-npasosas cucmema) (I'oc. konmpaxm Ned1 om 30.03.2018 ¢ OOO Anvsanc). Cpok
oelicmsust uyeH3uu — 6eccpouHo.

C80000H0 pacnpocmpansemoe npozpammuoe ooecneuenue:

LibreOffice (ceob600no pacnpocmpansiemoe I10).

GIMP (c60600n0 pacnpocmpansemoe 110).

MetaTrader 4 (c60600n0 pacnpocmpansemoe 110).

OGIS (ce0b00n0 pacnpocmpansiemoe I10).

Ramus Educational (ceé0600n0 pacnpocmpansemoe I10).

StarUML (ceo600rno pacnpocmpansiemoe I10).

Bizagi Modeler (ceob600n0 pacnpocmpansemoe 110).

Figma (ce0600n0 pacnpocmpansemoe [10).

Anoexc.bpaysep (c60600n0 pacnpocmpansiemoe I10).

Tomewenus 0ns Xxpanenust u nPoOUIAKMULECKO20 0OCIYAHCUBaHUs yuebHo20 obopyoosanus - 3-315, 3-303.
OcHawenbl cneyuanusuposaHHol Mebenvio (Cmoabl, CImyibs, WKaApsl ¢ UHCMPYMEHMamu 015l PEMOHMA U NPOPUIAKMUYECKO2O0
06cyHcuUsanus yuebHo2o 000pyo0osaus,)

Tomewenus ona camocmosmensHou pabomoi.:

YumanvHoii 3a1 HAYYHOU OUOIUOMEKU.

OcnogHoe 060pyoosanue u mexuHuvecKue cpeocmea 00yuenus:

Cneyuanuzuposannas mebeas na 100 nocadounvix mecm, docka HacmenHas, kageopa, paboyee mecmo npenodasamens.
15 komnblOMEPOB ¢ 8bIX000M 6 IOKAILHYIO cemb U MnmepHnem, 21eKmpoHHbIM Y4eOHO-MemooudecKum Mamepuanam,
bubruomeunomy snekmponnomy kamanozy, pecypcam IBC, Kk anexmponnoii ungopmayuonno-o6pazoeamenvHoll cpeoe.
Tuyensuonnoe npozpammnoe obecneuenue:

OC Windows 10 (Hozosop 15948 om 14.11.2012). Cpoxk Oeticmsusa nuyeH3uu — 6eccpouHo.

Tuyensuonnoe npocpammnoe obecneuene omeyecimeenHoz0 nPoOU3600Cmea:

Koncynomanm Ilnoc (cnpasouno-npasosas cucmema) (I'oc. konmpaxm Ne41 om 30.03.2018 ¢ OOO Anvsinc). Cpok Oeticmaust
uyeH3uu — beccpouHo.

Ce0600n0 pacnpocmpansnemoe npozpammuoe obecneuenue:

LibreOffice (c60600no pacnpocmpansiemoe I10).

Anoexc.bpaysep (c60b600no pacnpocmpaunsiemoe 110).

8. OBECIIEYEHHUE OBPA30OBATEJIBHOI'O ITPOIECCA JIA JINI]
C O'PAHUYEHHBIMHU BO3MOKHOCTAMMU 31O0POBbA U HUHBAJIM0OB

IUIS CJIETBIX U CJTA0OBUISIINX

- Jexkuuu OQOPMIIIOTCS B BHUJIE SJIEKTPOHHOTO TOKYMEHTA, IOCTYITHOTO C IOMOIIBIO
KOMHBIOTepa CO CH@I_II/Ia.HI/ISI/IpOBaHHBIM HpOFpaMMHbIM OGGCHG‘-IGHH@M;

- THUChMEHHBIC 3a/J]aHMs BBITIOJHSIIOTCS Ha KOMITBIOTEPE CO  CIEIHAIU3UPOBAHHBIM
HpOI‘paMMHBIM O66CHG‘I€HI/IGM, N MOI‘YT 6I:ITB 3aMCHCHBI yCTHBIM OTBCTOM,

- obecreunBaeTCs UHIUBHUAYaTbHOE paBHOMEpHOE ocBelenne He Menee 300 Jrokc;



- s BBIMIOJNIHEHUsS 3a/IaHds TPU HEOOXOIUMOCTH TPEJOCTaBISAETCS yBEIMYUBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKKe UCIIOJIb30BAHHE COOCTBEHHBIX YBETUYMBAIOIINX YCTPOUCTB;

- MUCbMEHHBIE 3a1aHUsT OPOPMIISIFOTCS] YBETTUYCHHBIM IPUPTOM;

- 9K3aMeH U 3a4€T NMPOBOJATCS B YCTHOM (popMe MIIH BHIIOJHSIOTCS B MUCbMEHHOM opme Ha
KOMITBIOTEPE.
JUISL TITYyXHX U cJTa00CbIIIaIInX

- nexuud OQOPMIISIFOTCST B BHJIIE DJEKTPOHHOTO JOKYMEHTa, JHOO MPEeaOCTaBIsIeTCS
3BYKOYCHUJIMBAIOIAs anmnapaTrypa HHAUBUAYAIbHOTO TOJIb30BaHUS;

- MUCbMEHHBIC 33/IaHUS BHITIONHSIOTCS Ha KOMITBIOTEpE B TUCBMEHHOU (hopMme;

- 9K3aMeH W 3a4éT NPOBOJAATCA B MNHCbMEHHON (opMe Ha KOMIIBIOTEPE; BO3MOKHO
npoBesieHUE B (hopMe TeCTUPOBAHMUS.
JUISL JTUL] C HapYIIEHUSIMH OMOPHO-BUTATENILHOTO arapara:

- JIEKIUU OQOPMIISIIOTCS B BHJE 3JEKTPOHHOTO JOKYMEHTA, JOCTYIHOIO C IOMOIIBIO
KOMIIBIOTEPA CO CIIECIUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

- TUCbMEHHBIE 3a/JlaHUs BBIMOJHSIOTCS Ha KOMIIBIOTEpE CO CHEHUATM3UPOBAHHBIM
MPOrPaMMHBIM 00€CTICYeHUEM;

- 9K3aMeH U 3a4€T NMPOBOJATCS B YCTHOM (popMe WIIH BHIIOJHSIOTCS B MUCbMEHHOM opme Ha
KOMITBIOTEPE.

[Ipu HEOOXOMMMOCTH MpenyCcMaTpUBACTCs YBEINUYEHUE BPEMEHHU ISl IOATOTOBKU OTBETA.

[Ipouenypa  mpoBeneHHS  MPOMEKYTOUYHOW  arTecTaud Uit  OOyYaroIIuXcs
YCTaHABIMBAETCS € YYETOM UX UHAMBUAYAIbHBIX TMCHUXO(U3MUECKHUX OCOOEHHOCTE.
[TpomexxyTouHas aTTecTalus MOXKET MPOBOAUTHCS B HECKOIBKO JTAIOB.

[Ipu nmpoBeneHuu mporenypbl OLCHUBAHUS PE3yJabTaTOB OOyUeHUs MpeaycMaTpHUBaeTCs
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C WHIUBUIYaTbHBIMU
O0COOCHHOCTAMHU OO0y4aromMXCsl. DTU CPEACTBA MOTYT OBITh MPEIOCTaBICHBl YHUBEPCUTETOM,
WJIH MOTYT HCIIOJIB30BaThCSl COOCTBEHHBIC TEXHUYECKUE CPEIICTBA.

[IpoBenenne mpoueAypbl OLEHUBAHUS  pe3ylbTaToB  OOy4YeHHUS  JIOMYCKaeTcs C
MCIIOJTB30BaHUEM JTMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHA.

O6ecneunBaeTcss AOCTyN K MH(GOPMAIIMOHHBIM M OMOIHOrpaduyecKuM pecypcaM B CETH
WNureprer nmnst kaxmaoro oOyudaromierocss B (GopMax, aJalTHUPOBAHHBIX K OTPAHUYCHHSIM HUX
3JI0POBBS U BOCTIPUATHUS HHPOPMAIIH:

o JUTSI CTICTIBIX ¥ CTTAa00BUISIIINX

- B IeYaTHON (opMe yBETMUEHHBIM HIPHUPTOM;

- B (hopme 3eKTPOHHOTO IOKYMEHTA;

- B (hopme ayauodaiina.

o JUISL TIIYXUX U CITa00CIbIIIAIIIX

- B meyaTtHou opme;

- B (hopMe 3JEKTPOHHOTO IOKYMEHTA.

o JUTsL 00YYaroIIUXCSl C HAPYLIEHUSIMU ONOPHO-/IBUTaTeNIbHOTO afrmapara:

- B meyaTtHou opme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

VY4eOHble ayIUTOPUH I BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThl, HayyHas
OMOJIMOTEKa U WHBIC TIOMEIICHHsS JIsi OOYYEHHUs OCHAIICHBI CIIEIUATBLHBIM O00O0pYJOBAaHUEM W
y4eOHBIMU MECTaMH C TEXHHYECKUMHU CPEJICTBAMU O0yUCHUSI:

JUTSL CTIETIBIX M CTTa00BUISIINX:

- IIEKTPOHHO-ONTHYECKOE YCTPOMCTBO HocTymna K nHpopmanuu i i ¢ OB3 npennazHaueHo
JUTSL YTSHHS ¥ IPOCMOTPa U300paKESHHI JTIOIbMU C OCIIA0JICHHBIM 3PCHHUEM.

- CHeLHMATU3UPOBAHHBIN TPOrPAMMHO-TEXHUUECKUNM KOMILIEKC JUIsl CJIa0OBHUAALINX. (ayIUTOpUS
1-203)

JUISL TIIYXUX U CTa00CbIIIANINX



- ABTOMATH3MPOBAaHHBIM pa0OYUM MECTOM JMJIs JIIOJeH ¢ HapylmIeHHeM CiyXxa u
CJIa0O0CIBIIIAIINX;
- aKyCTUYECKUH YCHIIUTEh U KOJIOHKHU;
- UHJIUBUTyaJIbHbIE CUCTEMbI YCUJICHUS 3BYKa
«ELEGANT-R» npuemnuk 1-croponseit csizu B nuamnazone 863-865 MI'1q
«ELEGANT-T» nepenarunk
«Easy speak» - WHAYKIHMOHHAs TETJIS B IUIACTUKOBOM OIUIETKE JUIsi OECIpOBOIHOTO
MOJIKJIIOUEHUS] yCTPOUCTBA K CIIYXOBOMY alllapary ci1a0oCIbIIIaIIero
Muxkpodon nernuunsiii (863-865 MI'n), Hengda
Muxkpodon ¢ oronoBeem (863-865 MI'1r)
- TPYIITIOBBIE CUCTEMBI YCUJICHUS 3BYKa
-ITopraTtuBHas ycTaHOBKa O€CIPOBOAHON Mepenayr HHGOPMAIIHIH .
JUTSE 00YYArOIIUXCS C HAPYIICHUSIMU OIIOPHO-/IBUTATEIILHOTO armapara:
- IEPEABUKHBIMU, PETYIIUPYEMBIMU dproHoMudeckumu napramu CHU-1;
- KOMITBIOTEPHOU TEXHUKOU CO CTIeUaTIbHBIM MTPOrPAMMHBIM 00€CTICYCHUEM.



Hpuioxenue 1
®OH/JA OHEHOYHbBIX CPEACTB
10 TUCHUIUINHE

HNudopmanmonnas 0e30MacCHOCThH

1. ITACITOPT ®OHJIA ONEHOYHbLIX CPEJICTB

Hamnpasiaenue noarorosku: 09.03.03 INpukinamgaas nadopmaTuka

ITpoduis [IporpaMMHO-TEXHHYECKHE CPEACTBA MH(DOPMATH3AIIUNA

Jncimuinaa: Uadopmannonuas 0€30mMacHOCTh

dopma TpOMEKYTOUYHON ATTECTAIIUU: DK3aMEH

2. IEPEYEHb ®OPMUPYEMBIX KOMIIETEHIIMU U DTAIIBI X
OOPMHUPOBAHUA

2.1. Komnerenuumn, 3akpensiéHabie 3a nucuumuinnoii OIIOII BO.

Nzyuenne nucuumumnbl «MHGOpManoHHass 6€3011aCHOCThY HaIlpaBJIEHO Ha
dbopMHUpOBaHUE CIACAYIOMNUX KOMIIETECHITUH:

OomenpodeccnonaabHbIX KomneTeHuui (OIIK):

OIIK-3: CnocobGen pemaTe CTaHAApTHBIC 3a7a4d  IpodecCUOHATLHOU
NEeATEIbHOCTH HAa OCHOBE MH(MOPMAIMOHHONW M OMOIMOrpaguueckoil KyJabTyphl €
npuMeHEeHneM HWH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHM U C Y4eTOM
OCHOBHBIX TpeOOBaHU MH(DOPMAITMOHHON O€30MaCHOCTH
OIIK 3.2: VYuuTeiBaeT OCHOBHBIE TpeOOBaHUS MH(POPMAIMOHHON OE30MaCHOCTH
TIPU peIIeHUH 337124 Mpo(HEeCCUOHATBLHON eI TeTbHOCTH
2.2. IIponecc popMUpPOBAHNS KOMIIETEHIMIA M0 TN CIUAIIJINHE
«AHdopmannoHHas 0€30ACHOCTH»

Ne HaumeHnoBanue pasnena 3.1 V.1 H.1
Paszpnena

1 Pasgen 1. OCHOBHBIE TIOJIOKEHHS TEOPUU HH(DOPMAIIMOHHOM i i n
0e30IacHOCTH.

2 Paznen 2.  Kpunrorpaduueckas  3amura  HHGpOpMAIHH. + + n
Kpunrorpadus 1 KpUunToaIropUTMBI

3 Pasmen 3. 3akoHbl W cTaHmapTtel B obmactm WMHDopmanmoHHOM + + n
0e30macHOCTH

4 Paznen 4. Hecanknnonuposanuslit noctyn (HC/I) x nadpopmarmy + i n

1 MeTo bl 3auThl 0T HC/]
Coxpamenue: 3. - 3HaHue; Y. - ymenue; H. - HaBbIkH.




2.3. CTpykrypa komnereHuuii no gucuunianne Uudgopmannonnas 0e301acHOCTb

OIIK-3: Cnocoben pemars

CTaHdapTHBIC

3aa4n

npogeCCUOHATBHOMN

JACATCIBbHOCTHU

Ha  OCHOBC

nHGOpManMOHHON M OnOIHOTrpaduUecKoll KyJabTypsl C INpHUMEHEHHEM WH(OpMannOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHH M ¢ y4ETOM OCHOBHBIX TpeOOBaHUN HHPOPMAITMOHHOHN O6€301acHOCTH
OIIK 3.2: Vuumwisaem ochosHvie mpebo6aHus UHGOPMAYUOHHOU OE30NACHOCMU NPU peleHul 3a0ay

npogheccuoHabHOU 0esImenrbHOCIU

3Hath (3.1) YwMmers (Y .1) Bnagers (H.1)
cmaHoapmHvle
HagbIKaAMU
saoa - uenopsoeame UCNONb306AHUS
npogpeccuoHanrbHoll cmanoapmuble 3a0ayu
. CMAaHOApMHbIX
oesmenbHoCmu Ha npogeccuonabHol a0
OdessmenvHoCmu Ha .
ocHoee oeHoGe npogeccuonanbHoll
UHOpMAYyUOHHOU U . desmensHocmu  Ha
6u6 . ungopmayuonnot  u JIab. ocHose JIab.
ubnuozpaguueckou oubauoepaguueckoil pao., wncpopyayonHoii u pao.,
Ky1bmypbsl C | Jlekruu Kybmypbi c | pasnmena paay paszena
bubnuoepaguuecko
npumeHeHuem paznena Ne | npumenenuem Ne 1-4, - Ne 1-4,
14 b CP i Kymemypel - C | ~p
UHoOpMayuoHHo- UHPOPMAYUOHHO- npumenenuem
KOMMYHUKAYUOHHBIX paszmena pasnena
KOMMYHUKAYUOHHbIX L UHQOPMAYUOHHO-
Y 14 mexHon02uil u c Ne 1-4 KO/?/I)MP Hw:la LOHHbL Ne 1-4
MEXHONOCUU u ¢ yuemom OCHOBHbBIX Y Hue
yuemom OCHOBHbBIX mpeGosanuii X MmexHonoeut - ¢
. . Vuemom  OCHOGHbIX
mpebosanull unghopmayuonHol P -
y besonacrocmu mpeoosaniu
UHGDOPMAYUOHHOU UHPOPMAYUOHHOT
bezonacrocmu besonacnocmu

3. IOKA3ATEJIA, KPUTEPUU OLIEHKY KOMIIETEHIIUHN U
THUIIOBBIE KOHTPOJIbHBIE 3AJTAHUA

3.1. Oyenounwvie cpedcmea 0151 NPOGEOCHU NPOMEHCYMOUHOU AMMeCmayuu OUCUYUNTUHbBL

Kapra oueHO4YHBIX CpeAcTB MPOMEKYTOYHOM aTTeCcTAlMU JUCHUIJIMHBI, IPOBOAUMOI B

(¢popme 3x3ameHna

Kontpomupyemsie | OnieHouHoe
Kontponupyemsie
No WHIUKATOPHI CpENCTBO
o/ Paznen qucuurimvHb JTUTAKTUYECKUE €UHULIBI OCTIDKCHIS (Ne
(TeMblI, BOIIPOCHI) a . B
KOMIIETEHIIUH BOIPOCA)
1 |Pazgen 1. (OCHOBHBIE MOHATUS U ONpEAEICHUS OIIK-3-2 Bormpoc na
OCHOBHBIE noJsioxkeHusaKypca HnpopmauponHas JK3aMEHE
TeOpUn MHPOPMAITMOHHON GesomacHocTs . 1-11
[TpoOaembl WH(HOPMAITMOHHON
Oe3omacHOCTH 6 N
€30I1aCHOCTH ceTeit
be3onacHOCTs KOMITBIOTEPHBIX CEeTEN
[Tomutukn 6e30macHOCTH. OCHOBHBIC
[TOHATHS OJINTHKHN 0€30MMacCHOCTH
2 [Pazgen 2. [ TpuHITIBI Kpunrorpaguaeckoi OIIK-3-2 Bompoc na
Kpunrorpaduueckast 3amuraf3allluThl MH(pOpMALUH. JK3aMEeHe
urdopmar. Kpunrorpadus Vicnionb30Banme LU(POBBIX| 12-24
ceprudukaros. Kpunrorpaduueckue
W KpUIITOAITOPUTMEI
ITOpUTMBI IIN(POBAHUS




3 |Pazpen 3. 3aKOHOAaTEIbHBIH YPOBEHb OIIK-3-2 Bompoc Ha
3aKkOHBI M CTAHZAPTHI Bg6ecnequm HNudopmarmonHoi| SK3aMEHE
o6mact  MHpopMarmonHoi| -0 TACHOCTH 25-37
CraHmapTel W crnenuukanuu B

Oe30macHOCTH N
oOmacTu WH(HOPMAITMOHHON
be3omacHOCTH

4 |Paznen 4. HecankuuoHupoBaHHBIA JOCTYTI OIIK-3-2 Bomnpoc Ha
HecaHKIIMOHUPOBAHHBIH (Hcm) x  umHpopmarmu. Komruieke HK3aMEHE
ocTyn (HCTT) «IPOTPaMMHO - TEXHHYECKUX CPEJICTB 38-50

uHQopManK U
BaruThl 0T HCJ|

METOIBI

1 OpraHU3allMOHHBIX MEp MO 3allUTe
uapopmanuu ot HCJI. TIpoTtokois

(hopMupoBaHUs 3aITUIICHHBIX
KaHAJIOB

Bamura WHpOpPMAMK HAa CETEBOM
ypoBae —  mpotokon IPSEC.
Ctparerus 0€301MacHOCTH u
XapakTepUCTHKa rI100aTbHBIX
mosmtuk  Windows  2012/7/8/10.
Hacrtpoiika rnapamMeTpoB

oe3onacuoctr OC Windows

IlepeyeHb BONIPOCOB K 3K3aMEHY
MO JUCHUIIMHEK 3K3aMeHy Aucuuninne « AndopmanuonHas 6e300acHOCTH
1. OcHOBHBIE OHATHUS U ONPEIeIICHUSI THPOPMAIIHOHHONW O€30MacHOCTH.
2. [Iporoxoiet IPSec u Kerberos v5.
3. Mojenb ceTeBoit 6€30MacHOCTH
4. I'pynnoBas nonutuka B ICF
5. IlocTpoenne cucTeM 3amUTHl OT YIpO3 HAPYIICHUS KOHPHICHIHMATBHOCTH WH(POPMALUU

6. Hudpyromas daitnosas cucrema EFS u ee pabora

7. MeToapl 3alIUTHl BHELTHETO IEPUMETPA
8. KopnopatuBHas 6€3011acHOCTb U YIpaBIIEMBbIi JOCTYH K CETH
9. Bmenenwe B cereBoil WH(pOpManMoOHHBIH 0OMeH. Vcmonp3oBanme cetn MHTEpHET

10. OcuoBHBIE TTOHATHS MoAenn Oe3omacuoct Windows XP/7

11. Mogens ISO/OSI u crex npotokonos TCP/IP

12. OcobenHocTy peam3anyu cpeacTB mporokona [PSec

13. Ananu3 yrpo3 ceTeBoii 6e30macHOCTH U podemsbl 6e3omacHoctu [P-cereit
14. TIpotrokon ynpasienus kpuntokmodamu IKE

15. Yrpo3bl ¥ yA3BUMOCTH IPOBOAHBIX KOPIIOPATUBHBIX CETEN

16. Anropurmbl ayreHTHdukanuu u mmdposanus B IPSec

17. YTpo3sl 1 ySI3BUMOCTH OSCIIPOBOIHBIX CETEH

18. 3amura nepegaBaeMbIX JaHHBIX ¢ TOMOIIBI0 TpoTokosioB AH u ESP

19. Cioco6s1 o6ecrieuenust THPOPMAITMOHHON O€301TaCHOCTH

20. ApxutekTypa cpeacts 6e3omacHocTr [IPSec

21. 3amuTa GecTIpOBOTHBIX ceTei

22. Ilytu pemieHus MpooIeM 3amuThl HHPOPMAITUHU B CETIX

23. OCHOBHBbI€ MOHATHS MOJIUTUKUA OE30MACHOCTH

24. IIpoToko:abl GOpMUPOBAHUS 3ALIMIEHHBIX KaHAJIOB HA CEAHCOBOM YPOBHE
25. CTpyKkTypa NOJUTHKU 0€30MaCHOCTH OpraHU3alin

26. IIpoTokosbl (OpMUPOBAHUS 3AUIUILEHHBIX KaHAJIOB Ha KAaHAJILHOM YPOBHE
27. Ilponiemypbl 6€30MaCHOCTH

28. BpenoHocHbIE TPOrpaMMBbl

29. OCHOBHBIC MOHATHSI KPUTITOTPAPHUECKOM 3aIIUTH HHHOPMAITUN

30. Komrmeke mporpaMMHO - TEXHHUYECKHX CPECTB M OPraHH3AlMOHHBIX MEp MO 3alluTe

nHpopmarun ot HCJI

31. CummeTprUYHBIE KPUIITOCUCTEMBI UG POBAHUS

32. Knaccudukanus HapymmTemnei

33. AcuMMeTpHYHBIC KPUTITOCUCTEMBI I (PPOBAHHS

34. Hecaukunonuposanubiit goctyn (HCJ) OcHOBHbBIE TEpMUHBI U ONIPEIEICHUS
35. KomOuHupoBaHHas KpurnrocucreMa mudpoBaHus

36. OreuectBennblit crangapt S u xamupoBanus

37. DnexktponHas uuppoBas MOAMUCH U PYHKLHUS XIUIUPOBAHUS



38. AcuMMeTpHUYHbIE KPUIITOAITOPUTMBI

39. YopasieHue KpUNTOKIIOYaMH

40. CummeTpuyHbIe U OJ0YHBIE AITOPUTMBI MKU(POBAHUS

41. Ponb cTangapToB B MHPOPMAIIMOHHON O€301MacHOCTH

42. Knaccudukarusi Kpuntorpaguueckux aaropurMoB

43. MexayHapoHble CTaHaapThl HHPOPMALIMOHHON 0€30MacHOCTH

44. PykoBopsmiye nokyMeHThl ['octexkomuccun Poccnn

45. CranmapTsl 4151 OECIIPOBOAHBIX CETEH

46. 'apmonn3upoBanHbie KpuTepun EBponeiickux cTpan

47. CranmapTsl HHGOpPMAITMOHHON Oe30macHOCTH B IHTEpHETE

48. Cranmapt ISO/IEC 15408 "Kputepuu orenku 6e3omnacaoctd UT". OCHOBHBIE TOHATHS
49. OTeuecTBEHHBIC CTAHIAPTHI 0€30MACHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI
50. AIMUHUCTpPUPOBAHUE CPEJCTB 0€30MaCHOCTH

KpuTtepun oneHKkH KoMNeTeHIMI.

[MpomexyTounas arrectamusi oOydaromuxcs mo aucuuimHe «HpopManmonHas
0€30MacHOCThY MPOBOAUTCS B COOTBETCTBHHM C YCTaBOM YHHUBepcurera, llomokeHuem o
TEKYyIIeM KOHTPOJIE YCIEBAEMOCTH M TPOMEKYTOYHOM aTTecTali OO0ydYaroIuXxcs 10
nporpammaM BO. [TpomexyTouHas arrectanus Mo JUCUUILUIMHE NPOBOJUTCA B COOTBETCTBUM C
pabounM y4eOHBIM IIJIAHOM B 5 cemecTpe B opMe dK3amMeHa 1Mo 09HOU ¢opme oOydeHus, Ha 4

Kypce 1o 3a04HO0# hopMe 00yUdeHHs.

OObyuaromuecs AOMYCKAeTCs K 2K3aMEHYy IO JTUCHUIUIMHE B CIIydae BBIIOJHEHHUS UM
yqe6H0r0 IIJlaHa 110 JUCHUIIJIINUHEC: BBITIOJTHECHUA BCEX 3aI[aHI/II>'I u MepOHpHHTHﬁ,
MPETYCMOTPEHHBIX paboveil mporpaMMON TUCITATIITUHBI.

OneHka 3HaHWK OOyYaeMbIX Ha JK3aMEHE HOCHT KOMIUICKCHBIM XapakTep, SBISCTCS

OaJUTbHOM W OTIPEIEIISAETCS €ro:
- OTBETOM Ha 3K3aMeH€;
- pe3yibTaTaMH TECTUPOBaHUS 3HAHUW OCHOBHBIX MOHSITHIA,
- aKTUBHOHW pabOTO# Ha Ta0OPATOPHBIX 3aHSITHIX.
3HaHI/I}I, YMCHHS, HABBIKH OGy‘-IElIOH.IGFOC}I Ha D3JK3aMCHE€ OLICHUBAKOTCA OLCHKaMM:
KOMIUUHOY, «XOPOULOY», «YO0BIEMBOPUMENLHOY», «HEYO0BIEMBOPUMETLHON.
OrnenuBanue 00y4aronierocst Ha YK3aMeHe

Ouenka Banasl TpeGoBaHus K 3HAHUSIM

- oOywaromuiics CBOOOIHO CIPAaBISETCA C pEIICHHEM IPAKTHYSCKUX 3alad,
MpUYeM HE 3aTPYyAHSETCS C pEelIeHHEM MpU BUIOU3MEHEHUU 3aJaHui, MPaBUIBHO
15 00OCHOBBIBACT MPHUHATOE PEIICHHE, TIyOOKO W MPOYHO YCBOWJ IPOrPaMMHBIN
MaTepuaj, WCUEPIbIBAIONIE, MOCIeI0BATENbHO, YETKO U JIOTMYECKH CTPOMHO ero|
M3NaraeT Ha 9K3aMeHe, YMEET TECHO YBA3BIBATH TEOPHUIO C TPAKTUKOM.

- 06y'-IaIOHII/II71071 CB060L[H0 CHpPaBJIACTCA C PCIICHUEM MNPAKTUYCCKUX 3ajadv,
[MPpUYEM HC 3aTpYAHACTCA C PCHICHHUECM IPU BUIAOU3MCHCHUHN 3auaH1/1171, IMpaBUJIbHO

«OMIAU1HO» 14 000CHOBBIBAET MPHUHITOE pEIIeHWe, TBEPAO 3HACT MaTepuan, TPaMOTHO U TIO|
CYLLIECTBY M3JIara€T €ro, He JOIYCKas CYIIECTBEHHbIX HETOYHOCTEH B OTBETE HA
BOIIPOCEHI.

- o0ydJaromuiics CIpaBiseTcs C pEIIeHHEM IPaKTHYSCKUX 3agad, MpUIeM HE
3aTPyOHACTCS C peIIeHHeM TpH BHIOW3MEHCHHM 3aJaHuid, NOpH 3TOM TIpH
13 000CHOBAHWY MPUHSTOTO PEIICHUS MOTYT BCTPEUAThCS HE3HAUNTEIIFHBIE HETOYHOCTH,
TBEpIO 3HAET MaTepHasl, TPAaMOTHO W IO CYIIECTBY H3JIaraeT €ro, He JOIyCKas
CYILIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOIIPOCHI.

- oOyuaromimiicss CHpaBiseTCs C pEUICHHeM NPAKTHYSCKHX 3a/1ad, OJHAKO
BHIOM3MCHCHHE 3aJaHUil MOTYT BBI3BATH HEKOTOPOEC 3aTPyJHCHUE, MHPAaBUIBLHO
«xopouioy 12 |00OCHOBBIBaCT MNPHHATOC pEIICHWE, TBEPAO 3HACT MaTepUal, IPAMOTHO U TIIO
CYILIECTBY H3JIaracT €ro, He JOMyCKas CYLICCTBEHHBIX HETOYHOCTEH B OTBETE HA
BOIPOCHI.
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- 0Oydaromuiics CHpaBISETCS C pPEIICHHEM NPAKTUYCCKUX 3a]ad, OJHAKO
BUIOM3MEHEHNE 3aJaHWH MOTYT BBI3BAaTh HEKOTOPOE 3aTPyIHEHHE, MPU ITOM IIPH
000CHOBaHWY MPUHSTOTO PEIICHUS MOTYT BCTPEUAThCS HE3HAUNTEIIFHBIE HETOUHOCTH,
TBEpJIO 3HAET MaTepHasl, TPAaMOTHO W IO CYIIECTBY H3JIaraeT €ro, He JOIyCKas
CYIIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOCHI.

10

- 0OydalomMiiCs CHpaBIAETCS C peIIeHHEeM NPAaKTHYECKHX 3aj1ad, OJHAKO
BUIOM3MEHEHNE 3aJaHWH MOTYT BBI3BAaTh HEKOTOPOE 3aTPyTHEHHE, NPU ITOM IIPH
000CHOBaHWY MPUHSITOTO PEIICHUS MOTYT BCTPEUATHCS HE3HAUNTEIFHBIE HETOYHOCTH,
B OCHOBHOM 3HAeT Marepual, IpU OSTOM MOTYT BCTpEYaTbCsl HE3HAYUTENbHBIE
HETOYHOCTH B OTBETE HA BONPOCHI.

«yodoseremeopu
MenNbHO Y

- 06yqa}on11/n‘/'lc;{ C TPpYAOM CHPABIACTCA C PCHICHUCM MPAKTUYCCKUX 3anady,
TeOpeTI/IquKI/Iﬁ MaTtepuajl HNpu 3TOM MOXKET TI'PaMOTHO M3JIOKHUTHL, HE JOIYyCKasd
CYIICCTBCHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOCHI.

- o6yqa}on11/n‘/'lc;{ ¢ 0OoabIIUM TPYAOM CIPABJIACTCA € PCHICHUCM IMPAKTHYCCKUX|
3agad, TeOpeTI/I‘IGCKI/Iﬁ MaTepual Ipru 3TOM MOXKCT I'PaMOTHO HU3JI0KUTH, HC JOITYyCKasd
CYIICCTBCHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOCHI.

- o6yqa}on11/n‘/'lc;1 ¢ 0oabIIUM TPYAOM CIPAaBJIACTCA € PCHICHUCM IMPAKTHYCCKUX|
3agad, TeOpeTI/I‘{eCKI/Iﬁ Marepuajl IMpu OBTOM H3JaArac€rtcd ¢ CYNCCTBECHHbBIMU
HCTOYHOCTAMMU.

«HEy0081emeop
UMENbHOY»

- oOywaromuiics HE 3HAET, KaK peIIaTh IMPAaKTHIECKHE 3a/Ja4d, HECMOTps Ha
HEKOTOPOE 3HAHHNE TEOPETHIECKOT0 MaTepHaa.

3.2. Ouenounsle cpedcmea 0713 RPOGeOeHUs 1 MeKyu,e20 KOHMPOJis 3HAHUI RO OUCUUNTIUHE

Kapra oneHoYHBIX CpecTB TeKyLIero KOHTPOJIsA 3HAHUI M0 JUCHHUILIMHE

Ne ri/m1| Pa3gen muciuIuInHeL KouTpoaupyeMbie THIaKTHICCKUE Kontpommpyemsie | OneHOYHBIE CpelICTBa
CIMHUIIBI KOMITETCHIINH (JTH
WX YaCTH)
1 Pasnen 1. OCHOBHBIE TMOHATUS M  ONpEIEICHUS OIIK-3-2 Onpocst
OCHOBHBIE kypca HpopmarmonHas 6e3011acHOCTb KOMIBIOTEpHBIE TECTEI
R — TeOpHHHp06J'IeMLI 3 HH(POPMAIIMOHHOM OT4eThL 10
o . 0€30IMaCHOCTH CETEN
MHOOPMATMOHHON o
pMmai Be30MacHOCTh KOMITBIOTEPHBIX CEeTel 1abopaTopHBIM paboTam
GesomacHOCTH Tlomutuku  Oe3onacHocTH. OCHOBHEIE OTyeTsl MO pe3yibTaram|
MOHSATHS TOJUTHKH O€30MaCHOCTH CaMOCTOSTENbHOH
[paboThI
2 Paznen 2. [IpuHIUOE KpUNTOTpaGUIECKON 3aIIUTHI OIIK-3-2 Omnpocs
Kpuntorpaduueckas [AHQopmanuu. McnonbsoBanue muppoBbIx KOMIIbIOTEPHBIE TECTBI
CepTUHUKATOB. Kpunrorpaduueckue
zammTa uHbOpMarmn. P b P pag OTYeTsI 10
AJITOPUTMBI ITUPPOBAHUS
Kpunrorpadus u nmabopaTopHEIM paboTam
KPUIITOAITOPUTMBI OT4eTHl M0 pe3yJbTaTaMm
CaMOCTOSTEIIbHOM
paboTHI
3 Pazmen 3. 3aKOHOJATENLHBIM YPOBEHDb 00ECTICUCHHUS OIIK-3-2 Onpock!
3akombl M craHmapThIHPOPMALMOHHON 6e301acHOCTH KOMIIbIOTEPHBIE TECTBI
Cranmaptel U cnenudukanuu B 00JacTH
B o0xacty P N b OT4eThI MO
. [mHpOopManmoHHOH Ge30macHOCTH
Nupopmanuonnon abopaTOpHBIM paboTam
0e30MacHOCTH OTYeTHl MO pe3yNbTaTaM
CaMOCTOSITENIbHOM
paboTHI
Pazmen 4. HecaHKMOHUPOBaHHBINA OCTYN (HCH) K OIIK-3-2 Onpocst
Hecaukiuonnposann [AHQOpMauuy. KOMILIEKC NPOrpaMMHO - KOMIIBIOTEpHBIE TeCTHI
o TEXHUYECKUX CpEICTB u
prif moctyn (HCJ) K p OTYeTs! 0
o OpTaHM3AIlMIOHHBIX ~MEp 10  3aIluTe
MHPOpPMALTTH u
pMa wndopmammn ot HCJ[.  TIpoTokomsI 11ab0paTopHbIM paboTam
METOIbL  3AMUTEL - OT\dhopMUpOBaHHUS 3ALIMIIEHHBIX KAHAIOB OTYETHI 10 pe3yabTaTam
HC 3amuTa HHGOPMAIINY Ha CETEBOM YPOBHE




—  mnporokon IPSEC.  Crpaterus CaMOCTOSTEIbHOIL
Oe30macHOCTH u XapaKTepUCTHKA|
r100aTbHBIX TIOJTTHK Windows
2012/7/8/10. Hactpoiika mapaMeTpoB
6e3omacaoctr OC Windows

PaboTHI

IIpumepHBbIe TecTOBBIE 3aIaHUA JJIsI IPOMEKYTOYHOM ATTECTALMM M TeKYLero KOHTPOJIs 3HAHU I

1. KoHTpPoJb WEJOCTHOCTH TepedaBaeMbIX IO CETAM /JaHHBIX OCYHIeCTBJISETCS
NOCPeACTBOM

a) DIEKTPOHHOU ITU(POBOM MOATIHICH

b) ayTeHTHHKAIMU TaHHBIX

C) aymuta cCoOBITHI

d) MexceTeBOro 3KpaHHUPOBAHMS

2. IIpeoOpa3oBaTenbHbIil MpPoOLECC, B X0[e KOTOPOr0 MUCXOAHBIA TeKCT (MU OTKPBITHIH
TEKCT) 3aMeHsieTC N3MEeHEHHBIM TEKCTOM, Ha3bIBAETCH

a) mmdpoBaHUe

b) memmdpoBanue

c) mpeoOpazoBaHUEC

d) wuckaxenue

3. IIpouecc, B xoae KOTOPOro mu(poOBaHHBIA TEKCT Npeodpa3yeTci B HCXOIHBIN,
Ha3bIBaeTcs

a) mudpoBaHUe

b) memmudpoBanue

c) mpeobOpazoBaHme

d) wuckaxenue

4. XapakrepucTuka mudpa, onpeaesiiomias ero CTOMKOCTh K MU(GPOBAHUIO €3 3HAHUSA
KJII0Ya, Ha3bIBaeTCs

a) KPHUOTOCTOHMKOCTHIO

b) mapoib

¢) ayaeHTH(HUKATOP

d) wmmdparop

5. AcuMMeTpr4Hoe mudpoBanue AJsi IH(PPOBAHNUS M PacIM(PPOBKH MCIOJIb3yeT
a) OJWH OTKPBITHIM KIII0Y U OAWH 3aKPbIThIM K04

b) OOWH OTKPBITHIN KIIIOY

C) OMH 3aKPBITHII KIIIOY

d) onMH M TOT ke KoY

€) [1Ba OTKPBITHIX KJIIOUYa

f) 7Ba 3aKpBITHIX KJIIOYa

6. OTHOcHUTEJBHO He0O0JbIIOE KOJHYECTBO JONMOJHUTENBHOH ayTeHTH(UIUpYomeil
uHpopManuM, epeIaBaeMoii BMecTe ¢ MOANNCHIBAeMbIM TEKCTOM, HA3bIBAETCS

a) 3aKPBITHIA KITIOY MH(POBAHUS

b) snexTpoHHAs MUGPOBAs MOAMUCH

C) BHpYCHas Macka

d) OTKpBITHIH KITtOY IHIH(POBAHUS

7. Kpunrocucrema BKIWOYAET
a) aNropuTM MH(POBAHUS



b)
¢)
d)
e)

8.
a)
b)
¢)
d)

a)
b)
¢)
d)

10.

a)
b)
¢)
d)

11.

a)
b)
¢)
d)

12.

a)
b)
¢)
d)

13.
a)
b)
©)
d)
e)

14.
a)
b)
©)
d)

Ha0Op KITIOYeH, NCTIONIB3yEMBbIX JUIS IH(POBAHUS
CHCTEMY YIPABJICHHS KIIOYaMH

anTuBHpycHoe [10

MEXCETEBOM IKpaH

HnenTudukanms v ayTeHTHGUKALUN TPUMEHSIFOTCS JJIs1

perucTpanuu coObITHH 0€30MaCHOCTH

BBISIBJICHUS TIOIBITOK HECAHKIIMOHUPOBAHHOIO TOCTYIIa

obecrieueHns EeJIOCTHOCTH JaHHBIX

JUTSL OTPAaHMYEHUS TOCTYTIA CIIYYalHBIX U HE3aKOHHBIX CYOBhEKTOB HHPOPMAIIMOHHON
CHCTEMBI K €€ 00beKTaM
YnpagpijieHue J0CTYNOM, HpeAcCTaBsiomiee co00ii pa3rpaHUYeHHe JOCTyNAa MeEKIY
MOUMEHOBAHHBIMY Cy0ObEKTAMHU W MONMMEHOBAHHBIMH 00beKTaMH, HA3bIBAETCS
JIUCKPETHOE

MaHIaTHOE

MIPUHYAUTEIBHOE

CTaTUCTHYECKOE

IIporpaMMHas WM NPOrPaMMHO-ANNAPATHAA CUCTEMA, KOTOPasi BLINOJIHSAET KOHTPOJIb
HH(POPMANMOHHBIX IOTOKOB, NOCTYNAKIUX B HHGOPMALMOHHYI0 CHCTeMYy W/HJIN
BBIXOJSIIIMX U3 Hee, U o0ecrevYnBaeT 3alIATY HH(POPMANMOHHOI CHCTEMBI IIOCPEACTBOM
¢unbTpanuu uadpopmanun

MEXCETEBOM 3KpaH

UMMYHHU3aTOP

aHTUBHUPYCHAA IIporpaMma

CRC-ckanep

I[IporpaMmMHas MM NPOrPaMMHO-ANNAPATHAS CHCTEMA, KOTOPAsl BHINOJIHSIET KOHTPOJIb
HHPOPMALMOHHBIX MOTOKOB, NOCTYNAKIIMX B HH(POPMALMOHHYI0 CHCTEeMY W/MJIH
BBIXOJSIIIMX U3 Hee, U o0ecneYnBaeT 3alIATY HH(POPMANMOHHOI CHCTEMBI IIOCPEACTBOM
¢puabTpannn nHpopmanun

firewall

UMMYHH3aTOP

YTUJINTA CKPBITOTO aIMUHUCTPUPOBAHHUS

CRC-ckanep

I[IporpaMmMHas MM NPOrpaMMHO-ANNAPATHAS CHCTEMA, KOTOPAsl BHINOJIHSIET KOHTPOJIb
HHPOPMALMOHHBIX MOTOKOB, MOCTYNAKIIMX B HH(POPMALMOHHYI0 CHCTEMY W/WJIH
BBIXOASIIIMX U3 Hee, U o0ecleynBaeT 3a1UTY HHPOPMALMOHHOI CHCTeMBbI OCPEACTBOM
puabTpanun napopmanun

OpanzMaysp

UMMYHH3aTOP

aHTHUBUPYCHAs IIporpamma

CRC-ckanep

BupTtyajbHble YacTHbIE CeTH BKJIIOYAIOT CJIe1yIOIIHe CepPBUCHI 6€30MACHOCTH:
9KpPaHUPOBAHUE

mudpoBaHue

TYHHEJIMPOBAaHHUE

ayauT

peTUCTpanHrIO U KOHTPOJIb JOCTyIa

Me:kceTeBoil MPOTOKO0JI, OTBEYAIOLIUIA 32 aqpecaumio B ceTu UHTepHeT -
IP

ICMP

RARP

UDP



e) TCP

15. MexceTeBoil MPOTOKOJI yIIPABJIeHUS] COOOIIeHUSIMHA

16

17.

18

19

20.

21

a) ICMP
b) IP

c) ARP

d) RARP
e) UDP

f) TCP

IIporokos pa3pemieHusi aaAPecoB, BBINOJHANIUAI Ipeodpa3oBaHUue AaANNaPaTHBIX
ceTeBbIX aJIpPecoB B JOTHYECKHE -

a) RARP

b) IP

c) ICMP

d) UDP

e) TCP

ITpoTOoKO M0JIb30BATEIHLCKHX AEHTATPAMM ...
a) UDP

b) IP

¢) ICMP

d) ARP

e) RARP

HNndopmanusi, HeodXxoaumas 1Jisi OecpensiTCTBEHHOT0 M (POBaHNs U el (ppoBaHust
TeKCTOB, HA3bIBAETCHA

a) K09

b) aynenTuduxarop

¢) wmudpaTop

d) maposnb

XapakTepucTtuka mudpa, onpeeJsomas ero CTOMKOCTh K MuGpoBaHuIo 0e3 3HAHUS
KJII04Ya, HA3bIBACTC ...

a) KpHITOCTOMKOCTHIO *

b) mapons -

C) ayaeHTH]HKATOP

d) wmmdparop

€) mapojb

AcuMMeTpuuHOe mMppoBaHue 1Js mu(poBaHus U paciiu(pPoOBKH HCIOIb3yeT
a) OJIMH OTKPBITHIH KIF0Y U OJIWH 3aKPBITHIA KIF0Y

b) OIUH OTKPBITHIN KITFOY °

C) OIWH 3aKPBITHIN KITIOY *

d) onMH M TOT ke KIII0Y -

€) JiBa OTKPBITHIX KJTIOYa

f) 1aBa 3aKPBHITHIX KITFOYA

AcHuMMeTpUYHOe M (POBaHNUe I/l M (PPOBAHUS UCNOJIb3YeT ... KII0Y.
a) OTKpBITHIH

b) 3akpbITHIif

¢) /JIBa OTKPBITHIX KITIOYa

d) JIBa 3aKkpbITHIX KJItOUYa

22. AcumMeTpr4HOe IuGpoBaHKe NI PACIIH(PPOBKH UCIOJB3YeT ... KIIY.



a) 3aKphITHIH
b) OTKphITHII
¢) 3aKpbITHII
d) /IBa OTKpPBITHIX KJIrOYa
e) /JIBa 3aKpBITHIX KITtOYa

23. IIpu cumMeTpUYHOM HppoBaHuM JUIsi HPPOBaAHUS U pacInPPOBKH HCIOJIb3YIOTCS
a) J1Ba KJII0Ya pasHOU JUIMHBI * B PA3HBIX 10 3HAYCHUIO KITIOYA
b) oAWH M TOT K€ K04
C) IIBa OTKPBITHIX KJIFOYA *JIBA 3aKPBITHIX KIFOUa
d) onMH OTKPHITHIHN KITFOY U OFWH 3aKPHITHIH KIHOY

24. OTHOCUTEILHO He0O0JIbIIOe KOJIMYECTBO IONOJHHUTENILHOH ayTeHTH(UUIHPYOe
uHpopManum, neperaBaeMoii BMecTe ¢ MOANMUCHIBAEMbIM TEKCTOM, HA3bIBAETCH ...
a) -3aKpBITHIN KIOY MHU(POBaHUS
b) anekTpoHHAas HUGPOBas MOIIUCH
C) -‘BUpYCHas Macka
d) -OTKpBITHIN KIIOY MK POBAHUS

25. IIpotoxos SSL BeInmoaHsieT GyHKIHMH MO
a) CO3JAaHUIO 3aIIMIICHHOTO KaHala
b) ympaBneHHS JTOrHYECKOH CBA3BIO
C) B3aUMHYIO ayTCHTH(DHUKAIIIIO
d) ofecneuenne KOHPHUICHINATEHOCTH
€) UEJIOCTHOCTH U ayTCHTUYHOCTH MEPeIaBacMBbIX JaHHBIX

26. IIpotoxos SSL BbINOTHSIET yCTAHOBJICHHE
a) SSL-ceccumn
b) Hammums mpaB KoCTyNa K pecypcaM KOMIBIOTEpa WIIN CETH
C) 3allUIIEHHOIO B3aUMOJEHCTBUS
d) ayreHTH(UKaINU CTOPOH

27. Kakue pe:kuMbl ayTeHTHPUKAIIUM TOAep:kuBaeT npotokosa SSL 3.0:
a) B3aHMHYIO ayTCHTU()HUKAIIMIO CTOPOH;
b) OAHOCTOPOHHIOK ayTEHTU(UKAIUIO CepBepa 0e3 ayTeHTH()UKAIMH KITUCHTA;
C) TMONHYI0 aHOHUMHOCTh
d) momHYyI ENOCTHOCTH

28. IIporoxkon SOCKS opranusyeT npoueaypy B3auMoOJeHCTBHA KJIHEHT-CEPBEPHBIX
NPUJIOKEHU Ha
a) TpaHcnopTHOM ypoBHe Mojenu OSI yepes cepBep-NOCPETHUK, WIH ProxXy-cepBep
b) ceancoBoM ypoBre Monenu OSI uepe3 cepBep-OCPEAHUK, UIIA PrOXy-CEPBEP
¢) KkaHampbHOM ypoBHE Mojaenu OSI gepes cepBep-moCpPEeTHUK, HITH ProXy-cepBep
d) cereBoMm yposre momenu OSI uepe3 cepBep-IOCPEAHUK, WIH ProXy-CepBep

29. Coraacno cnenudukanuu nporokona SOCKS pazauyaror
a) SOCKS-cepsep
b) SOCKS- nocpennux
¢) SOCKS-kmmeHt
d) SOCKS- proxy

30. Kanauabnslii (Data Link) ypoBens crangapra 802.11 cocront u3
a) ympasienus ¢pusndeckoii cBa3po PLC (Physical Link Control)
b) ympaenenus soruueckoii cBsa3bio LLC (Logical Link Control)



¢) ympaBienus goctymnom k Hocurearo MAC (Media Access Control)
d) ympasnenus pasperienneM Kk Hocutemo MPC (Media Permission Control)

31. Ilpu nocTpoeHUM U HACTPOIiKe HeCIIPOBOIHOI ceTH HEOOX0AUMO YAeJaSITh BHUMAHHUE
a) DHU3UYECKO 3aInuTe
b) IIpaBunbHOI HacTpoOiiKe
c) Dusnveckoil ayTeHTUUKAINN
d) 3amuTe MoIB30BaTEILCKAX YCTPOUCTB
e) TpagurmoHHBEIM MepaM
f) MounuropuHry cetu
g) VPN-arenram

32. Mopeas 0e3onacHocTn WinXP ocHoBaHa Ha
a) AyrteHTH(QUKAIUU
b) IenoctHOCTH
¢) ABtopuzanum
d) HocrymHocTH
33. Ilpu ayTeHTH(PUKATMHA POBEPSAIOTCS
a) WICHTU(UKAIIMOHHBIC JaHHBIE KOMITBIOTEpa
b) wuaeHTH(UKAIMOHHBIC JaHHBIC MTOJIB30BATEIS
€) wuIeHTU(UKAIMOHHBIE JaHHBIE cepBepa
d) wuneHTH(UKALIMOHHBIC TaHHBIC TOMEHA
34. Ilpu aBTOpHM3alUM NPOBEPSIOTCS
a) HaJIM4He MpaB J0CTYIa K pecypcaM IOMEHa U cepBepa
b) Hajguuue mpaB AOCTyIA K (aiIoBOM CUCTEME U CETH
C) HaJW4He MpaB JOCTYIa K pecypcaM KOMITBIOTEpa UITH CETH
d) HanMuue mpaB AOCTYMA K pecypcaM KIUEHTa MU CeTH
35. ®yHknun ynpasJjieHdsi KpUNTOrpaguuecKMMH KII0YaMi
a) TeHepamys
b) xpanenue -
C) pacmpenencHUe
d) wsyuenue
€) YHHYTOXCHHUE
36. I'1aBHOe CBOICTBO KOMIILIOTEPHBIX BUPYCOB 3aKJII04YaeTC B BO3MOKHOCTH
a) ‘WX CaMONPOM3BOJILHOTO BHEJPECHHUS B PA3IMIHBIC 00BEKTHI OMEPAITMOHHON CHCTEMBI
b) -HapyIIeHus HHPOPMAIIMOHHON 0€30MaCHOCTH
C) 3apakeHUs OKPYKaIOIINX
d) yHWYTOXECHHS JAHHBIX U KOMITHIOTEPA

37. Bupycsl, KOTOpbIe 3apa:KaloT (ailIbl - JOKYMEHTbI U JIEKTPOHHBIE TAOIUIBI 0(PHCHBIX

NPUJI0KEHU T, HA3bIBAIOTCH ... BUPYCHI
a) daiinoBele
b) cereBbic
C) Makpo-
d) 3arpy3ouHsbie
38. CamomudpoBaHue U MOJUMOPPUIHOCTH HCTIOIB3YIOTCS A ...
a) caMOpa3MHOXXCHHS BUpYycCa
b) MakcUManbHOTO yCIOKHEHHS MPOLEAYPHl OOHAPYKEHHS BUPYyCa
C) paciU(pPOBKH TeNl BUpyca
d) 1 CKpBITHS OEHCTBU aHTUBUPYCHOM IPOTpaMMBbI
39. OnnuM n3 HanboJiee 3P GeKTUBHBIX CITOCO00B OOPHOBI C BUPYCAMU SBJISETCS ... *
a) HCIOJb30BaHHE aHTHUBUPYCHOTO NMPOrPAMMHOTO 00ECIICUEHHS
b) -ucnojb30BaHUs oneparuonHoi cuctembl UNIX -
C) OrpaHHYEHHUE JOCTYIIA MTOIb30BaTeNne k OBM
d) wmudpoBaHue TaHHBIX

40. AHTHBHpPYCHAs TNPOrpaMMa, OCHOBAaHHAsi HAa TMOACYETEe KOHTPOJBHBIX CYMM s

NPHUCYTCTBYIOIINX HA AUcKe (aiyIoB/CHCTEMHBIX CEKTOPOB HA3BIBACTCH ...
a) UMMYHHU3aTOp



b) OIOKMPOBIIHK *
C) CKaHep
d) CRC-ckanep
41. AHTUBHpPYCHAS NPOrpaMMa, MNepeXBAaTHIBAWIIAS «BHPYCOOMACHbIE» CUTYallHHn H
€0001Iaonasi 00 ITOM MOJIb30BATE/I0, HA3BIBAETCA ...
a) HWMMYHHU3ATOD *
b) OMOKHPOBIIMK
C) CKaHep
d) CRC-ckanep
42. KoMnb10TepHBIM BUPYCOM SIBJISIETCH ...
a) TMOJUMOP(HK-TEHEPATOP
b) yTWIHTa CKPBHITOTO aIMUHUCTPUPOBAHUS *
C) MakKpo-BUPYC
d) normueckas 6omba
43. IloaumMop(puK-reHepaTop ocymecTpiaser ... *
a) TIOMCK HOBBIX BHPYCOB -
b) ymaneHue aHTUBHUPYCHOMN MPOTPAMMEI -
c) mudpoBaHUE TElIa BUpyca
d) pasmHOXEHHE BUpyca

44. TpynHooOHapy:KUBaeMble BUPYChI, He UMEIOLMEe CUTHATYP, TO €CTh He CO/iep:Kallue HU
OJTHOTO NMOCTOSTHHOT0 Y4aCTKA KO0/a HA3bLIBAIOTCA ...
a) TMOJIUMOP(HUK-BUPYCHI
b) crenc-Bupychr
C) MaKpo-BUPYCHI
d) KOHCTPYKTOpHI BUPYCOB
45. AHaIU3 HaKoILUIeHHOH MH(opMannu, NPOBOANMBINA ONlePAaTHBHO, B peajJlbHOM BpeMeHH
WJIH MIePHOIMYEeCKH HA3IBAETCH ...
a) ayamr
b) wupenTuduranus -
C) ayTeHTH(UKALUU
d) mmdpoanue
46. OnepaTuBHBI ayAuT ¢ AaBTOMATHYECKUM peardpoBaHHeM Ha BbIBJIEHHbIE
HELITATHBIE CUTYAIINU HA3bIBAETCs
a) aKTUBHBIM
b) omepaTUBHBIM °
C) HEOTJIOKHBIM
d) aBTOMaTHUeckuM
47. YKaxuTe THNIBI MeKCeTEeBbIX IKPAHOB: ...

MEKCETEBBIE SKPaHbI C PUIbTPALKEH MAKETOB *
LIUTIO3BI CEAHCOBOT'O YPOBHS

IIJIH03b] IPUKIIATHOTO YPOBHS

MEXKCETEBbIE SKPaHbl SKCIIEPTHOI'O YPOBHS
U036l (PU3NUECKOTO YPOBHS

MEKCETEBbIE SKPaHbl KAHAJIBHOTO YPOBHS

48. Binya.ﬂbele YaCTHbIC CE€TU BKIKYAIOT CJICAYIOIINE CEPBUCHI 0€e30MaCHOCTH: ... °

a) 9KpPaHUPOBAHHUE
b) mudpoBaHue
c) TYHHETHPOBAHNE
d) ayIMT -PETUCTPALMIO U KOHTPOJIb JOCTyIa
e) 3IIEKTPOHHYIO HU(POBYIO MOHCE.
49. K cepBucam 0€30MacCHOCTH OTHOCSIT:
a) Wnenrudukanms/ayTeHTHGUKAINS
b) [IpoTokonupoBanue/ayaut

c) udposanue
d) Aynut



50. IoTeHUMAJILHBIE Yrpo3sl, omnpeaejasomme 3aJavv  3allUThbI

a)

KOMIILIOTEPHBIX CETHAX:
[IpocaymuBanre KaHATOB

uHopmMaunu

b) YMBIIIJICHHOE YHUUTOXEHNE WM UCKKEHUE HHPOPMALIIH;
c) Brixo u3 cTpos onepalioHHON CUCTEMBI;
d) BHenpeHnue ceTeBbIX BUPYCOB.
Kpurepumu onieHKH TeCTOBBIX 3aJaHUIl
IIpuMep OLeHKHU TECTOBBIX 3aJaHMIl MOKeT ONpeAesiThCS N0 popmyie:
Yucno npasunvrvix omeemos
OY.MECHIUP. = == === === === == oo e o oo e o e e *4

Bcezco 60NpoCcoe6 6 mecme

I'ne Oy.mecmup.- oueHka 3a TectupoBanue. OLIEHKA 3a TECT UCIOJIB3YETCS KaK
cocTaBHas 0OOIIel OLIEHKH 3a KypC, KaK yKazaHo B mpumepe 1m.3.1.
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